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Abstract

Online sale is one of the fastest growing economic sectors. In 2012 the retail sale via internet
in Switzerland achieved a revenue of 5.8 billion CHF [1]. More than half of the Swiss population
uses online shops at least once a week, and the number is still growing [2]. Over the last years,
the paradigm in the advertisement industry has changed. Instead of paying for ad space on
websites with high quality content the advertisement providers nowadays buy user profiles that
fit well to their campaign. Hence, the advertisements track the user while browsing the web.

In this thesis we evaluate personalized online advertisements. Our main focus is on analysing
the web services involved when loading advertisements. In particular what the differences
between personalized and non-personalized advertisements are. We find that personalized
and non-personalized advertisements are loaded differently. Furthermore, we find that how the
personalized ad is loaded only depends on the ad provider and not on the website embedding
the ad. As a result, we see the same advertisements on different websites. That is, users are
followed by ads while browsing on different websites. Further, we observe that the same ad
space on the same website can be used by different ad providers.
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Chapter 1

Introduction

1.1 Motivation

Online sale is one of the fastest growing economic sectors. In 2012 the retail sale via internet
in Switzerland achieved a revenue of 5.8 billion CHF [1]. Already in 2008 37% of the Swiss
population used the internet for purchasing goods on a daily basis [2]. 23% stated to be in
online shops about once a week [2]. Hence, more than half of the Swiss population uses online
shops at least once a week, and the number is still growing. Since online sale has a huge
potential, advertisement companies and online shops are fighting for customers. Online ads
play an important role in acquiring customers. Online advertisement companies as well as
online shops are very much interested in showing the right ads to the right people at the right
time. Thus, they try to personalize advertisements as much as possible.

Together with the personalization of advertisements, also comes a personalization of in-
formation. This phenomenon is called filter bubble [3]. Meaning that information displayed to
one person may not be shown to another person, even if they enter the same URL. Which
information is displayed or not is chosen based on information gathered about a user before-
hand. This leads to users being isolated in their bubbles consisting of their interests, as shown
in Figure 1.1. The distortion of information can also lead to wrong assumptions: Let us assume
somebody would like to purchase a camera online. After checking the camera on the internet,
ad networks realize that the user is interested in a particular camera and offer right this model
in subsequently displayed ads. Even on web sites whose content is not related to cameras.
The person might now assume, that this camera must be an outstanding camera, since it is
displayed everywhere. However, the camera is only displayed because he looked for it. It does
not give any information about the quality or popularity of the camera.

In this thesis we want to examine how, why and when personalized advertisements are
shown.
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Figure 1.1: Visualization of the filter bubble phenomenon.
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1.2 Aim

The objective of this project is to evaluate personalized online advertisements. We examine
three questions:

e Which services are involved in displaying online advertisements?
e Which percentage of advertisements is personalized?

o Are there differences between personalized and non-personalized advertisements?

We conduct several experiments to answer these questions. First, we examine the most
popular news sites according to Alexa [4]. We show which parties are involved in loading ads
and how the advertisements are displayed. Second, we build personalized profiles on the top
Swiss online shops according to revenue [5]. This allows us to learn which online shops do
personalized advertisements and how. We then analyse the difference of personalized and non
personalized online advertisements.

We focus on advertisements consisting of pictures and we do not investigate video or
pure text advertisements to keep the scope of this thesis narrow.

1.3 Overview

Chapter 2 describes the concept of real time advertising. We discuss how information on a user
is gathered and how the decision is made which advertisement to show to which user. Chapter
3 analyses the five most popular Swiss news sites. It highlights which parties are involved
in displaying content in the user’s browser and which of those parties are part of the online
advertisement ecosystem.

In Chapter 4, we examine the advertisements displayed on news sites, if there is no
browsing profile (information about the user’s browsing behaviour) available to advertisement
companies. In Chapter 5, we construct browsing profiles on online shops and we then again
evaluate advertisements shown on news sites.

In Chapter 6 we summarize and discuss our results. We conclude with an outlook in
Chapter 7.



Chapter 2

Real Time Advertisements

In this chapter we explain how the process of displaying personalized online advertisements
in real time works. Section 2.1 enlightens how advertisement companies gain their knowledge
about a potential customer. Section 2.2 explains the process of displaying real time advertise-
ments (RTA).

2.1 Creating User Profiles

In order to be able to display personalized content on a website, the set-up of a user profile is
crucial.

Ad companies gather information about users by tracking them over several websites.
With the data they build a unique browsing profile for each user. This user profile enables
them to display personalized content or perform, for example, site analytics. The displaying of
targeted advertising is a very important ability for economical reasons. The price advertisement
companies are ready to pay for being able to show a personalized ad is a lot higher, than for an
non-personalized ad.

The collection of user data on the web is mostly done by third-party tracking.

2.1.1 Third-Party Tracking

This subsection is based on [6], which describes the different third-party tracking mechanisms
on the web.

Third-party trackers are web services specialized on monitoring the activity of users on
websites. Every website including the tracking code of a third party contributes to their user
profile. If for example a user visits 20min.ch, his visit to 20min.ch is not only visible to 20min.ch.
There are third-party trackers embedded into the 20min.ch web page such as doubleclick.net,
which also log the user’s visit. The third-party trackers are embedded in many different websites.
This allows them to track the user over many websites and create a cross-site browsing profile
of a user.

Let us now examine third-party tracking for targeted advertising, again using DoubleClick
as an example. If a user visits a website where DoubleClick is in charge of advertising space, it
will choose an advertisement to be embedded in the website. This ad is hosted by DoubleClick,
therefore DoubleClick can set a cookie in the users browser belonging to DoubleClick. This
cookie is always sent to DoubleClick whenever the user interacts with DoubleClick. DoubleClick
can track the user over every website which embeds DoubleClick ads. This leads to a cross-site
browsing profile.
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2.1.2 Information Exchange Between Third Party Trackers

The different third-party tracking companies also exchange information about tracked users
with each other [6]. There are complex business contracts and relationships in place. Therefore,
we can not consider each tracking company in isolation. They do not only know what they
observed themselves but also, what the other trackers shared with them.

If a tracker gets embedded in a website it can trigger further requests to other trackers
by embedding objects hosted by these services. When embedding other tracker’s objects,
additional information, such as a unique user identifier, is usually provided as URL parameter.
This enables the other trackers to also track the user. However, the trackers not embedded in
the website relay entirely on information passed by the first tracker.[6]

2.2 Displaying Real Time Advertisements

With the evolution of the internet, there was also a new advertisement business established
- online advertisement. At first the online advertisement companies focused on advertisement
banners. However, this had the disadvantage that the advertisement companies had to buy ex-
pensive advertisement packages, which then were displayed to some customers interested in
the product, but also to a lot of customers which had no intention to buy the product. With the
raise of the search engines, the search engine marketing became popular. It offered more con-
trol of displaying advertisements to interested customers. Soon the capacity of search engine
marketing was reached, since the demand was higher than the supply. Now, there is again a
strong focus on the classic advertisement banners. This is due to the market saturation in en-
gine marketing and the new possibility of personalized real time advertisement. The real time
advertisement (RTA) allows the advertisement companies to decide in real time if they want
to display an advertisement to a certain potential customer. Based on the knowledge about the
customer, the decision is made. This allows to measure and optimize the return of investment.[7]

2.2.1 Real Time Bidding

Real time advertisement is based on real time bidding, the process of selling space in the
browser window at auction in real time. The four main steps of real time bidding are as follows
[7]:

1. A user visits a publishers [8] web page (e.g. 20min.ch), which sells allocated spaces for
advertisements. An ad exchange (e.g. DoubleClick) enables the transaction between the
publisher (ad seller) and the bidders (ad buyer) [8]. The ad exchange sends a request to
the integrated bidders via their backend. The request contains different information, for
example the advertisement space and a unique user ID. The user ID enables the bidders
to verify if they already have a matching user profile.

2. The bidders verify whether the user profile data matches a target group of their advertisers.
The advertisers are in the end paying for the advertisement and their ad is displayed.
Mostly they do an auction within their advertisers. Based on this auction they send a bid
for the advertisement space to the ad exchange.

3. The ad exchange assigns the advertisement space to the bidder with the highest bid.
4. The winning bidder displays his advertisement.

Since the loading of the advertisements must keep up with the loading of the other web page
content, the assignment of the advertisement space must be done in real time. Hence, the
whole process of selling the advertisement space and displaying the advertisement takes only
up to around 100 milliseconds [7].

Figure 2.1 gives an overview about the relations between ad network and the involved
parties.
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Chapter 3

Analysis of Swiss News Sites

In this chapter we examine the top five Swiss news sites, according to Alexa [4] as of October
2014.

e Yahoo.com
e Blick.ch

e 20min.ch
e Bluewin.ch

e Tagesanzeiger.ch

We investigate which parties are involved in the process of loading the news site and we extract
the parties responsible for displaying the advertisements.

3.1 Services Included by Websites

There is content delivered by many different sources. An example is shown in Figure 3.1. It
visualizes the loading of Blick.ch. At first the user enters an URL (here Blick.ch) in the browser.
In the background there are then many other URLs called, like e.g. Doubleclick.net. In the end
all the gathered content is put together and shown in the browser.

00 ﬂ Doubleclick.net

o

En%tnowser m % 2mdf1.net —%
>

die 6151 di
ms(é:eaee!

x Facebook.com

Figure 3.1: Loading of content from different domains for displaying Blick.ch in the browser.

Arbeittoser

Figures 3.2 to 3.6 show the involved Domains when loading the start page of 20min.ch,
Blick.ch, Bluewin.ch, Tagesanzeiger.ch and Yahoo.com, respectively. The figures show, that
many more than just one domain are involved in loading the page. 20min.ch has the most
involved domains, in total 69 domains. On the other hand, yahoo.com calls only 13 different
domains to load the content of its page. The exact number of domains can be found in Table
3.1. Table 3.2 contains the number of loaded, pictures, images and applications per domain.
On average there are 171 pictures, 54 texts and 32 application loaded.

In the next section, we extract the embedded advertisement companies and evaluate
their function.
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3.1 Services Included by Websites
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Figure 3.6: Domains involved in loading news site Yahoo.com.

Website Number of Domains
20min 69
Blick 47
Bluewin 30
Tagesanzeiger 67
Yahoo 13

Table 3.1: Number of involved domains when loading landing page.

Website Image | Text | Application | No Type
20min 257 71 39 9
Blick 206 42 28 3
Bluewin 126 44 41 1
Tagesanzeiger | 140 95 36 18
Yahoo 127 20 17 2

Table 3.2: Content types when loading landing page.
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3.2 Embedded Advertisement Companies

Displaying personalized online ads is a complex process. On one hand an ad service needs to
have the browsing profile of a user in advance, which enables you to pick the right advertise-
ment. This decision has to be done in real time which also adds up in complexity. The building
of the browsing profile (see Chapter 2.1) and the decision making in real time (see Chapter
2.2) takes a lot of know-how and is only possible if you are able to track the user over many
websites. Most companies who want to acquire customers with personalized ads do not have
the necessary technical know-how and abilities. Thus, there is a big market for advertising
companies. Those companies can have different roles, e.g. networks for tracking of users,
algorithms on how to pick the right ads if given the browsing profile, composition of online ads
or browsing statistics.

In this section, we examine the domains related to advertising in the five news sites:
20min.ch, Blick.ch, Bluewin.ch,Tagesanzeiger.ch and Yahoo.com. Whereby we focus on
advertisement domains which do only advertisements, i.e. Facebook.com or Twitter.com are
not listed as ad domains and are not further investigated.

Table 3.3 shows how many domains are involved in the corresponding news site and the
percentage of second-level domains addressing online advertisement, whereby this can consist
of analytics (tracking) or advertisement. For classifying the domains, we used the classified
domains from [9] and the information stated on the domains homepage. If the second-level
domain states on its website to be part of the online advertisement ecosystem or is listed as
an ad or analytics domain in [9], we list it as an advertisement domain. However, if there is
no information available, we do not list it as an ad domain. Therefore there might be even a
few more ad domains. Hence, the numbers shown in Table 3.3 give a lower bound for the
embedded advertisement domains.

On all news sites clearly more than 50% of all embedded domains are contributing to
online advertisement. The median for online advertisement domains present on the news site
is 34. All those domains are able to track you on the news sites.

Website Domains | Ad Domains | Ad Domains %
20min.ch 72 44 61%
Blick.ch 56 34 61%
Bluewin.ch 37 24 65%
Tagesanzeiger.ch 67 41 61%
Yahoo.com 50 34 68%

Table 3.3: Number of total second-level domains and second-level ad domains on five news
sites.

There are several ad domains which are present on all five news sites:
e Doubleclick.net
e Adnxs.com
e Googlesyndication.com
e Adition.com
e 2mdn.net

Those domains are within the top global players in online advertisement. There are five domains
which are present on 20min, Blick, Bluewin and Tagesanzeiger, but not on Yahoo. This maybe
since yahoo has their own advertising platform, and hence does not need to embed those
domains. The five domains are:
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Wemfbox.ch

Serving-sys.com
e Teads.tv

e Qservz.com

e Logentries.com

Table 3.4 shows what part of the loaded content is originating from ad domains and we highlight
which percentage of the request are going to ad domains. If there would be no advertisements
we could save 5 to 55 percent of the traffic caused by delivered content, on the evaluated
five news sites. Yahoo has their own advertisement platform. Hence, they deliver most of
their ads themselves. Since we only consider second-level ad domains which do exclusively
online advertisement, we did not list Yahoo.com as an ad domain. Thus, the lower bound
for Yahoo.com of 5% is not very accurate and the real value can be expected to be a lot
higher. For the other four news sites the lower bound is quite accurate, since they only show
advertisements from domains not owned by themselves. Thus, the loaded content originated
from advertisement domains is rather 16 to 55% (see Table 3.4).

Website Content delivered by ad domains | Request to ad domains%
20min.ch 43% 42%
Blick.ch 55% 53%
Bluewin.ch 24% 44%
Tagesanzeiger.ch 16% 36%
Yahoo.com 5% 10%

Table 3.4: Percentage of loaded content due to advertisements and percentage of requests to
ad domains.



Chapter 4

Experiment Without
Personalization

As a first experiment we examined how the news sites (20min.ch, Blick.ch, Bluewin.ch, Tage-
sanzeiger.ch, Yahoo.com) behave if we have no personalization. That means, we clean all cook-
ies of the web browser before visiting the corresponding news sites such that there is no brows-
ing profile of the user available. First, we explain how we proceeded in this experiment in Section
4.1. In Section 4.2 we shortly state the used data processing tools and procedure. We then eval-
uate the experiments in Section 4.3.

4.1 Test Setup

We try to ensure that there is no browsing profile of the user available, we conducted several
steps:

1. Delete browser cache
2. Delete browser history
3. Acquire new IP address

We proceeded with the experiment as follows:

—_

. Perform steps to ensure there is no browsing profile available (see above)

2. Visit 10 links on news site (e.g. on 20min.ch)

w

. Perform steps to ensure there is no browsing profile (see above)
4. Visit same 10 links on same news site
5. Start at step 1. with new news site
During the experiment we run a proxy which records the traffic. As a proxy we used the mitm

proxy [10]. During the whole experiment we disabled the caching function of the proxy and the
browser. The command to disable the caching functions and run the proxy used is:

1 mitmdump —host —v —anticache \
2 —w pers.mitm > pers.log \
3 —setheader :~s:Cache—Control:no—store —setheader :~s:Expires:0

Figure 4.1 displays an exemplary screen shot of the mitm proxy output.

19
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.0.0.1 GET http://thumbnails.2emin-tv.ch/server@63/381266/frame-31-381266.jpg

Host: thumbnails.2@min-tv.ch

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0
Accept: image/png,image/* 8,%/*;q=0.5

Accept-Language: en-US,en; 5

Accept-Encoding: gzip, deflate

Referer: http://www.20min.ch/wissen/
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Expires: @

Figure 4.1: Screen shot of the mitm proxy output while loading 20min.com

4.2 Data Processing

For the data processing we use the programming languages Bash and Python. For creating
statistics we use the Python data analysis library Pandas [11].

We save the mitm proxy output of each clicked or entered URL in the browser in a sepa-
rate file. In this way we can easily compare the delivered content of one loaded page with the
content of the same loaded page in the second round, e.g. http://www.bluewin.ch/de/sport.html
in the first round and http://www.bluewin.ch/de/sport.html in the second round.

To parse the mitm proxy output there is a Python library, libmproxy [12], available which
we used. It allows to directly access all header fields and the content of each http request, e.g.
accessing the content, content type and request domain:

1 fr = flow.FlowReader(open(PATH_MITM_FILE))

2 for i in fr.stream():

3 content = i.response.content

4 content_type = i.response.get_content_type ()
5 domain = i.request.host

4.3 Results

In this section we want to evaluate whether the same ads are displayed to different users for
whom there is no browsing profile available.

For the evaluation we compare the content of the websites with the same URLs, e.g. the
content of http://www.bluewin.ch/ in the first round and the content of http://www.bluewin.ch/ in
the second round (see Section 4.1). For each entered URL in the browser we sort the loaded
content according to its type and store the hash of the content. This allows us to compare for
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each URL the content loaded in the first and second round by comparing the hashes. This then
tells us how much percent of the delivered content was the same.

Thereby we observe, that the delivered content is not at all the same, even without brows-
ing profile available for personalization of the content. Figure 4.2 shows two screenshots
of the same URL without personalization. It can be seen that the advertisements are not
personalized but still different. In Table 4.1 we outline the results. The table shows the per-
centage of same content for each content type and news site. On average only 65% of the
delivered images, 37% of the displayed text and 50% of the applications are the same when
loading the same URL twice. This also means that about halve of the loaded content is different.

ad's
UTHER
CHICKEN
<Ol
ARG,

(a) First screen shot. (b) Second screen shot.

Figure 4.2: Two screen shots displaying http://www.bluewin.ch/ without available browsing pro-
file.

Website Images | Text | Application %
20min.ch 61% | 22% 41%
Blick.ch 56% | 38% 32%
Bluewin.ch 74% | 32% 60%
Tagesanzeiger.ch 76% | 63% 50%
Yahoo.com 57% | 28% 64%

Table 4.1: Percentage of same content on same URL for news sites and delivered content type.

We have shown that the news sites are not at all static. A large proportion of the content is
dynamically allocated. The content of the news sites is constantly updated, reshaped and re-
ordered. In addition, the advertisement are different when loading the same URL twice even
without personalization. This does not depend on the personalization. They are changing with
and without personalization. This fact does now impose a challenge to our next experiment,
where we would like to examine personalized ads. Since it is far more difficult to show, that an
advertisement is shown because of the personalized browsing profile and is thus only shown to
the user with the according browsing profile and to nobody else, if the website is very dynamic.
How we approached this challenge, is described in the next chapter 5.
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Chapter 5

Experiment with Personalization

In our second experiment, we analyse personalized advertisements. To be able to analyse
personalized advertisements, we first have to obtain the personalized ads. We describe how
we retrieved these ads in Section 5.1. The data processing is explained in Section 5.2. We do
the evaluation of the personalized advertisements in Section 5.3.

Please note, that we focus on advertisement banners, not on videos or advertisements
consisting of text only.

5.1 Test Setup

We conduct the experiment to gain the personalized advertisements in two steps. First, we
create a user with a browsing profile. In the second step we then evaluate on which news sites
personalized advertisements matching the browsing profile are shown.

To build a user profile, we browse for 20 minutes on an online shop. Whereby we look
for specific goods. In this way we established very distinct browsing profiles. We browsed one
product type on one online shop for each browsing profile.

For selecting the online shops we used the online shops with the highest revenue in
Switzerland according to carpathia [5]. We examined two selections. First, the five online shops
with the highest revenue:

¢ Digitec.ch

e Amazon.de

Nespresso.com

e Zalando.ch

[ ]

Leshop.ch

As a second choice, we focus on clothes online shops within the top 50 Swiss online shops,
since we found during our pre-tests that clothing shops have an aggressive strategy with per-
sonalized advertisements. The evaluated online clothes shops are:

e Zalando.ch

e |Laredoute.ch

Bonprix.ch

Jelmoli-shop.ch

Fashionfriends.ch

Cornelia.ch
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e Manor.ch

e Espritshop.ch

After the browsing profile was created, we evaluated the ads on the five news sites 20min.ch,
Blick.ch, Bluewin.ch, Tagesanzeiger.ch and Yahoo.com.

As we have seen in Section 4.3 the news sites are very dynamic. They display different
advertisements even if there is no user profile available. How can we now verify if a advertise-
ment is only shown to a user because of his browsing profile?

At each experiment we let two user browse in parallel, one with browsing profile and one
without browsing profile. For the user without browsing profile we used an automatic browsing
script SeleniumHQ [13] and for the user with browsing profile we conducted the browsing
manually. We let the automatic script run on the five news sites for about six hours. In this way
we gathered almost all the advertisement displayed on those news sites during this time frame.
In parallel we manually browsed on the news sites. On each news site we performed ten clicks
for each browsing profile. The traffic was again recorded by the mitm proxy [10].

In this way we could check which advertisements were only shown to the user with the
browsing profile, but not to the automatic browser. To distinguish the personalized advertise-
ments from the non-personalized advertisements, we took advantage of the personalized ads
being only shown to the user with the according browsing profile.

In total we created 12 browsing profiles. The 12 browsing profiles and the goods we
were looking for are shown in Table 5.1.

Online Shop Good

Amazon.de Climbing helmet
Bonprix.ch Men, chequered shirt
Cornelia.ch Men, black/grey jackets
Digitec.ch Wireless phones
Espritshop.ch Women, pattered skirts

Fashionfriends.ch | Women, bobble cap
Jelmoli-shop.ch Men, short, colourful trousers

Laredoute.ch Women, black dress
Leshop.ch Swiss red vine

Manor.ch Women, red blouse
Nespresso.com Coffee machine
Zalando.ch Men, colourful Nike trainers

Table 5.1: Description of browsing profiles created on the 12 online shops.

5.2 Data Processing

For the data processing we used the same tools as described in Section 4.2. However, we also
needed further tools since we wanted to analyse the steps from entering the URL of the news
site until the personalized advertisement was loaded and displayed. To be able to conduct this,
we used NetworkX [14], a Python language software package for the study of complex networks.

In order to retain the sequence of http requests from entering the URL in the browser
until the personalized ad was loaded we constructed a bidirectional NetworkX tree. The nodes
in the tree represent the http requests. We then proceed as follows:

1. We load the mitm proxy output into a directed tree structure provided by networkX.
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2. We search the node in the tree containing the domain delivering the personalized adver-
tisement. This gives us the node containing the first request to the ad domain, the ad
subtree root.

3. We travers the tree from the ad subtree root until the root node (entered URL in browser)
and save the found path.

4. We cut the tree at the ad subtree root, resulting in two subtrees. This way, we obtain the
ad subtree representing the loading of the ad.

5. We add the found path (step 3) to the ad subtree, see Figure 5.1.

This led to the complete tree representing the loading sequence of personalized online adver-
tisements. Starting with the entering of the URL in the browser (root node) until the last requests
for loading the advertisement are conducted (ad subtree leaves).

Path root node to ad subtree root

Tree of HTTP Requests

Root node:
Content dmain

e

Cut tree at ad subtree node

Ad subtree root:
Ad domain

Figure 5.1: Constructing the tree representing loading personalized advertisements.

5.3 Results

From the first set of online shops (the five online shops with the highest revenue in Switzerland)
only Zalando led to personalized advertisements on the news sites during our experiments. In
the second selection (the online shops within the top 50 selling clothes) six out of eight browsing
profile resulted in personalized ads. The browsing profile, created on the following online shops
led to personalized advertisements:

e Zalando.ch
Laredoute.ch

Bonprix.ch

Jelmoli-hop.ch

e Manor.ch

e Espritshop.ch
Figure 5.2 shows an exemplary shopping baskets and a screen shot of the according personal-
ized advertisements. Screen shots of additional browsing profiles can be found in Appendix A.

One can see, that the items in the shopping basket and the items displayed in the personalized
advertisements are mostly the same. We can also see that not all the advertisements are
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personalized. There is mostly personalized ads displayed, but also non-personalized ads.

Table 5.2 shows which browsing profile led to personalized ads on which news sites. We
examined, how the personalized ads are displayed and what the differences between the
non-personalized ads and the personalized ads are. We summarize this in the following

subsections.

Browsing Profile

20min

Blick

Bluewin

Tagesanzeiger

Yahoo

Bonprix.ch

Espritshop.ch

Jelmoli-shop.ch

Laredoute.ch

Manor.ch

Zalando.ch

R INANANANEN

AN R R R YR

RIR IR IR IR IR

NN N NS

S R R ANA NS

Table 5.2: Shopping sites leading to personalized ads on different news sites.
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(b) Personalized advertisements shown on 20min.ch after adding items to the shopping basket on
Manor.ch.

Figure 5.2: Screen shots of the shopping basket created on Manor.ch and the corresponding
personalized advertisements shown on 20min.ch.

5.3.1 Process of Embedding Personalized Advertisements

Next we investigate how personalized advertisements are loaded on the different news sites.
We find that the way the advertisement is loaded does not depend on the news site it is shown,
but only on the advertisement provider in charge of displaying the advertisement.

In Figure 5.3 we visualise the platform independence of the personalized advertisements. The
platform nodes can be exchanged and the nodes proceeding the platform node do not change.
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They only depend on which advertisement provider is doing the campaign.

Figures 5.4 to 5.10 show the tree of the http requests which lead to the loading of the
personalized advertisement. We can see, that whenever Criteo is displaying the ad the tree
looks the same, see Figures 5.5, 5.6, 5.7, 5.8 and 5.9. The trees for Yahoo, always call
Yimg.com after the request to Yahoo.com. Yimg.com is owned by Yahoo and is used for their
content delivery. Hence, it does not belong to the advertisement loading part, but is part of
Yahoo’s website structure.

We also observed that the same advertisements are shown on different platforms. This
means that the advertisement provider tracks users over several platforms.

20min.ch
N
N
~
N
N
. N . .
Tagesanzeiger.ch "~ Criteo.com Advertisement
\\
N
4
e
4
4
e
Yahoo.com e

Figure 5.3: Visualization of Criteo’s advertisements being platform independent.

tagesanzeiger.ch or 20min.ch

rtb.xplosion.de

ssl.xplosion.de

ads.heias.com

pimages.xplosion.de

Figure 5.4: Requests for displaying personalized ads on news sites.
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Figure 5.5: Requests for displaying personalized ads on news sites.

yahoo.com

|

l.yimg.com

|
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Figure 5.6: Requests for displaying personalized ads on Yahoo.com.
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Figure 5.7: Requests for displaying personalized ads on news sites.
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yahoo.com
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Figure 5.8: Requests for displaying personalized ads on Yahoo.com.
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Figure 5.9: Requests for displaying personalized ads on news sites.
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Figure 5.10: Requests for displaying personalized ads on Blick.ch.

5.3.2 Differences between Non-Personalized and Personalized Ads

The main difference between personalized and non-personalized advertisements is of course
the content. The personalized advertisements show exactly the items we were looking at in the
online shops plus a few matching recommendations. On the other hand, what is displayed in
the non-personalized advertisements does not correspond to a website or item we were looking
at.
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The second difference, is to whom the advertisements are displayed. The non-personalized
advertisements were also shown to the automatic browser without browsing profile. However,
the personalized advertisements were exclusively shown to the user with the corresponding
browsing profile.

Third, we found that the way how the advertisements are loaded is quite different. When
loading a non-personalized advertisement the ad provider delivers the complete advertisement
in one picture. However, if a personalized advertisement is loaded, the ad provider loads all the
different images displayed in the advertisement separately. They are then put together directly
in the users browser with the help of a JavaScript. This results in many request for only getting
the content of one personalized advertisement. For example, Criteo loads about three static
pictures (e.g. frame to put pictures of items with label of online shop) and it also loads up to
eight pictures of the items (e.g. red blouses from Manor).

We observed that the news sites changes the ad providers quite frequently. The adver-
tisement banners on the news sites change their ad provider even if there is no personalized
advertisement shown. This may happen if you load a different URL on the same news site but
also if you load the same URL again. We do not know how the mechanism behind this works. It
could be that it is done in a random access manner or that there is a process run by the news
site’s server to chose the advertisement provider, which is not visible to the users.
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Chapter 6

Summary and Conclusion

We found that to use online shops for creating a browsing profile works very well. This allowed
to establish browsing profiles which led to personalized online advertisements in a short
time. Furthermore, we found that online shops selling clothes are especially eager to show
personalized online advertisements, so called retargeting [7].

We were able to elaborate different patterns on how personalized and non-personalized
advertisements are loaded in the user’s browser. The pattern for delivering non-personalized
advertisements is as follows:

e There is one http call conducted to load the advertisement banner. The banner is delivered
as one complete image.

For displaying the personalized advertisements this looks different:

e There are several http calls conducted to load the advertisement banner. The banner is
delivered as many different images which are then put together with a Java script in the
users browser.

This leads to many more requests for loading a personalized advertisement compared to a
non-personalized advertisement.

Loading of a personalized advertisement does not depend on the website which embeds
the advertisement. It only depends on which ad provider (e.g. Criteo, Xplosion) is in charge of
loading the advertisement. Hence, if the personalized advertisement is displayed on different
websites (e.g. 20min.ch and Tagesanzeiger.ch) and on both websites Criteo is in charge of
embedding the ad, it is loaded in the same way.

The same personalized advertisements were displayed on different websites. This means, that
the ad providers are able to track the users through several websites.

Furthermore, we observed that the same advertisement space on the same website can
be used by different ad providers. If the same page is visited twice, the same banners may
belong to different ad providers. We assume the advertisements might be allocated in a random
manner or there could be a process running on the website’s server to chose the advertisement
provider based on certain criteria.

Another interesting finding of this thesis, is the fact that the evaluated news sites (20min.ch,
Blick.ch, Bluewin.ch, Tagesanzeiger.ch and Yahoo.com) allocate their content in a very dynamic
way. The content is continuously reordered, updated and exchanged. In order to be able to
have such a dynamic website, a lot of different parties are involved in delivering content to
the users browser. There are up to 69 different domains involved. On average around 30% of
the traffic for loading one of those news sites is caused by companies belonging to the online
advertisement ecosystem.
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Chapter 7

Outlook

As a next step it would be interesting to create even more browsing profiles and evaluate the
advertisements on several websites. This way, one could analyse personalized advertisements
of additional advertisement providers.

It would also be interesting to create browsing profiles, which have been established over a
longer time period. The assumption is, that the longer the advertisement companies know the
user and therefore are more certain about the user being prone to buy certain items, the more
willing they are to pay a higher price for being able to show the personalized advertisement [7].

Of course, it would be compelling to know the exact amount of money the advertisement
providers pay for the advertisement space. However, as a user we only know who won the
auction for ad space in the web browser, since we see the provider of the advertisement, but
we do not know the exact amount paid. A way to circumvent this, would be to set up an own
website which sells advertisement space. Hence, we would see how much money we made
with which browsing profile, since we are the user and the website.
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Appendix A

Additional Figures
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Figure A.1: Screen shots of the shopping basket created on Bonprix.ch and the corresponding
personalized advertisements on Tagesanzeiger.ch.
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Figure A.2: Screen shots of the shopping basket created on Espritshop.ch and the correspond-
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Figure A.3: Screen shots of the shopping basket created on Jelmoli-shop.ch and the corre-
sponding personalized advertisements on 20min.ch.
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Figure A.5: Screen shots of the shopping basket created on Manor.ch and the corresponding
personalized advertisements on 20min.ch.
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Figure A.6: Screen shots of the shopping basket created on Zalando.ch and the corresponding
personalized advertisements on Blick.ch.
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