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Analysis methodology Capacity bound derivation Recurrent neural network Thermal side channel
for data leak threat methods for continuous and based signal decoder attack for extraction
potential  assessment discrete covert channels for discrete covert channels of runtime information
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Data LLeak Threat Potential Assessment

* Analysis methodology to evaluate covert channels [1] “  Software toolkit to support researchers in

experiment generation, execution & analysis
 Allows to assess the threat potential of data leaks

Capacity Experimental
Modelling Bound Channel
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Deployment
Test

 Supports reproducibility, comparability and expressiveness of
results

 The Experiment Orchestration Toolkit (ExOT) implements
this analysis methodology

source app sink app Jjammer app(s)

Capacity of Continuous Covert Channels Capacity of Discrete Covert Channels

» Define set of experiments based on hardware characteristics » Establish channel model, e.g. power covert channel [3]
& the channel model, e.g. thermal covert channel [2]
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 Calculate upper channel capacity bound:

C
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Frequency [Hz! Frequency [Hz] A1 ... prinicpal right eigenvalue of the transition matrix A

C' = log, A1 |bits per channel use| B,.x = — [bits per second|

 Derive channel capacity bound with water-filling algorithm 1s ...symbol duration (best case)

Symbol Decoding using RNN Thermal Side Channel

* Long Short-Term Memory (LSTM) based symbol decoder for » Unrestricted access to temperature of mobile devices poses
frequency covert channel [4] security & privacy risk [5]

* Applies connectionist temporal classification (CTC) * Temperature analysis using sequence-to-sequence labelling

. . techniques allows detection of other applications on device
 Compensates timing and value variations of symbols
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