
Distributed
    Computing 

Fair Transaction Ordering Website

Bachelor’s Thesis

Lucas Pfingsten Planells
lplanells@student.ethz.ch

Distributed Computing Group
Computer Engineering and Networks Laboratory

ETH Zürich

Supervisors:

Lioba Heimbach
Prof. Dr. Roger Wattenhofer

January 16, 2024



Acknowledgements

I am deeply grateful to my supervisor, Lioba Heimbach, for her support and
guidance throughout my research. I extend my sincere thanks to Professor Wat-
tenhofer for providing me with the opportunity to undertake this thesis. Their
combined support has been instrumental in the completion of this thesis.

i



Abstract

This thesis presents the development of a Fair Transaction Ordering Website, a
comprehensive online platform that categorizes and elucidates various protocols
for fair transaction ordering in blockchain technology. The primary objective
was to address the prevalent challenges and attacks associated with transaction
ordering in blockchain networks. Through extensive research, key protocols were
identified and grouped into seven categories: Optimized Trade Execution, Profes-
sional Market Makers, Third Party Ordering, Algorithmic Committee Ordering,
On-Chain Commit and Reveal, Off-Chain Commit and Reveal and Random-
ized Ordering. Each group was thoroughly analyzed, highlighting their unique
mechanisms and contributions to enhancing fairness and security in blockchain
transactions. The website, developed using Webflow, serves as an educational
and practical tool, offering users an accessible and detailed understanding of
these protocols. The most significant outcome of this research is the successful
demonstration of how complex blockchain concepts can be effectively communi-
cated and organized in a user-friendly digital format, contributing to a deeper
public understanding and application of fair transaction ordering in blockchain
technology.
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Chapter 1

Introduction

1.1 Background

Blockchain technology has transformed various sectors by providing a decen-
tralized and secure framework for digital transactions. Central to blockchain’s
functionality is the concept of transaction ordering, a process that determines
the sequence in which transactions are added to the blockchain. Although ini-
tially little emphasis was placed on transaction ordering, it is crucial, as it can
affect the fairness and efficiency of the network. The decentralized nature of
blockchain, while offering numerous advantages, also presents unique challenges
in maintaining a fair and equitable system for transaction processing.

1.2 Problem Statement

One of the primary challenges for blockchain transactions is the susceptibility to
various attacks and manipulations, such as front-running and sandwich attacks,
which exploit the transparency of pending transactions. These attacks not only
undermine the integrity of the blockchain but also lead to significant financial
losses for users. Moreover, the increasing complexity and growth of blockchain
networks have intensified the need for sophisticated methods to ensure fair trans-
action ordering. The lack of standardization and the diverse nature of blockchain
protocols further complicate the development of universal solutions.

1.3 Objective

This thesis aims to address these challenges by developing a Fair Transaction Or-
dering Website. The website is designed to categorize, analyze, and present vari-
ous protocols that have been proposed for fair transaction ordering in blockchain
networks. By examining a range of protocols, this study seeks to provide a
comprehensive overview of the current solutions and methodologies. The ulti-
mate goal is to enhance understanding and facilitate the application of these
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1. Introduction 2

protocols, contributing to the improvement of fairness and security in blockchain
transaction ordering.



Chapter 2

Literature Review

The literature review shows various protocol groupings each addressing specific
aspects of transaction fairness and security.

2.1 Summary of Protocols

This section offers a summary of the various protocol groups. For more in depth
information on each of the protocol visit the website.

2.1.1 Optimized Trade Execution

Optimized trade execution schemes are the least invasive approach to prevent
front-running on the blockchain.These approaches adjust the trade parameters
to make potential front-running attacks unprofitable. Thus, these schemes have
negligible impact on the underlying blockchain system but are limited in scope
[1],[2],[3].

2.1.2 Professional Market Makers

Instead of utilizing an automated market maker, these approaches introduce a
professional market maker to handle trades and are expected to execute them
at market price. Generally, these approaches involve off-chain agreements on
exchange rates and on-chain transaction execution [4],[5],[6],[7],[8].

2.1.3 Trusted Third Party Ordering

Trusted third party ordering refers to schemes that entrust a trusted third party
with the ordering. Transactions are sent directly to the trusted third party who
then orders them. Thus, these schemes order transactions efficiently while com-
promising decentralization and security [9],[4],[10],[11],[12],[13].

3
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2.1.4 Algorithmic Committee Ordering

In algorithmic committee ordering schemes, a committee oversees the transac-
tion ordering. Transactions are sent directly to the committee and the com-
mittee agrees upon a fair ordering through consensus. Generally, these ap-
proaches can handle less than one third of the committee members being byzan-
tine [14],[15],[16],[17],[18],[19],[20],[21].

2.1.5 On-Chain Commit and Reveal

The on-chain commit and reveal approaches order transactions in two phases. In
the first phase, users commit to their transactions by broadcasting their encrypted
transaction which is included on-chain. In the second phase, after some time
the transaction is either decrypted automatically once the private key becomes
available or by the users themselves [22],[23],[24],[25],[26],[27],[28].

2.1.6 Off-Chain Commit and Reveal

Off-chain commit and reveal protocols order transaction in two phases. In the first
phase, users send their transactions to a committee. The committee then agrees
on an order through consensus. In the second phase, once the order is agreed
upon, the committee decrypts the transaction with their threshold signatures
[29],[30],[31],[32].

2.1.7 Randomized Ordering

In randomized ordering protocols, transactions are gathered over a set period
and then executed in a random order to prevent front-running on the blockchain.
This approach ensures unpredictability and fairness in transaction processing but
may not be ideal for time-sensitive trades. Depending on the specific protocol,
these transactions might be encrypted or not [33],[34],[35].

2.2 Comparative Analysis

This section offers a comparative analysis of the various protocol groups, assessing
their strengths and weaknesses [36].

Optimized Trade Execution:

• Pros: Maintains decentralization, no increase in transaction cost, un-
changed goodput and unchanged blockchain’s transaction ordering.
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• Cons: Limited scope to specific applications, slight transaction delay in-
crease, and increased jostling.

Professional Market Makers:

• Pros: Almost no increase in transaction cost and very low jostling.

• Cons: Decrease in goodput, delay increases, decentralization decreases and
impacted security in case of byzantine market makers.

Trusted Third Party Ordering:

• Pros: No delay, no increased cost, goodput remains unchanged, very low
jostling, and good scope.

• Cons: Impacted decentralization and security concerns in the case of
Byzantine third parties.

Algorithmic Committee Ordering:

• Pros: Goodput remains unchanged and no significant delay.

• Cons: Medium Scope as back-running still possible, reduced decentraliza-
tion, increased costs and jostling.

On-Chain Commit and Reveal:

• Pros: No impact on decentralization, good scope, minimal jostling.

• Cons:Increased transaction fees, increased delay and decreased goodput.

Off-Chain Commit and Reveal:

• Pros: No decreased goodput, good scope, minimal jostling, and no in-
creased delay.

• Cons: Increased cost, reduced decentralization and security issues in case
of byzantine committee.

Randomized Ordering:

• Pros: Good scope, minimal jostling.



2. Literature Review 6

• Cons: Increased cost and delay, reduced decentralization and security is-
sues in case of byzantine committee.

This comparative analysis highlights the diverse range of benefits and limita-
tions associated with each protocol group. While some protocols excel in main-
taining goodput and minimizing costs, others face challenges in terms of scope,
security, and impact on decentralization. These findings reflect the complexity of
achieving fair transaction ordering in blockchain and underscore the importance
of continued research and development in this field.



Chapter 3

Methodology

This section outlines the methodology used in the development of the Fair Trans-
action Ordering Website and the categorization of various protocols.

3.1 Website Development

The development of the Fair Transaction Ordering Website was executed using
Webflow, a web development platform that allows for the creation of responsive
and interactive websites without extensive coding. The choice of Webflow was
motivated by its user-friendly interface, flexibility, and the ability to rapidly
prototype and deploy web designs [37].

The website development process involved several key steps:

• Design Planning: Initial design concepts were created, focusing on user
experience and information architecture. The goal was to create an intu-
itive and informative interface that could easily convey complex blockchain
concepts.

• Content Organization: Information on different blockchain protocols was
systematically organized to ensure coherent presentation and ease of navi-
gation.

• Visual Design and Interactivity: The visual aesthetic was carefully crafted
to be engaging yet informative, with interactive elements integrated to en-
hance user engagement and learning.

• Testing and Optimization: The website underwent several rounds of testing
for usability, responsiveness, and content accuracy. Feedback was incorpo-
rated to refine the website’s design and functionality.
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3.2 Categorization Method

The categorization of blockchain protocols was a critical aspect of this project,
intended to provide a structured and comprehensible framework for users to un-
derstand various approaches to fair transaction ordering.

• Literature Review and Analysis: An extensive literature review was con-
ducted to gather information on different blockchain protocols. This was
followed by an analysis to understand their mechanisms, applications, and
implications.

• Criteria for Categorization: Protocols were categorized based on specific
criteria such as their operational mechanism, targeted blockchain issues,
and their impact on decentralization, security, and transaction efficiency.

• Group Formation: Based on the criteria, protocols were grouped into cat-
egories like Optimized Trade Execution, Professional Market Makers, and
others. This grouping was aimed at providing clarity and facilitating easier
comprehension of the protocols’ purposes and functionalities.

• Continuous Updating: The categorization process is dynamic, allowing for
the addition of new protocols and the reevaluation of existing categories as
the field evolves.

The methodology employed in this thesis combines website development with
a systematic approach to categorizing blockchain protocols, ensuring that the
final product is both educational and practical for users interested in fair trans-
action ordering in blockchain technology.



Chapter 4

Website Overview

The Fair Transaction Ordering Website is meticulously designed to offer an en-
gaging, intuitive, and informative experience for users interested in blockchain
transaction protocols. The site combines aesthetic appeal with functional design
to facilitate easy navigation and comprehension of complex concepts. Here a link
to the website.

4.1 Design and Structure

4.1.1 Homepage Layout

The homepage showcases a responsive 3x3 grid of cards, each representing a
different group of transaction protocols. This grid adapts to various screen sizes,
changing to a 2x4 or 1x6 layout on smaller displays, ensuring a seamless user
experience across devices.

4.1.2 Interactive Cards

Each card on the homepage provides interactive visual feedback when hovered
over. This feature not only enhances user engagement but also makes the website
dynamic and modern. The cards contain brief summaries of the protocol groups,
offering users a snapshot of what each category entails.

4.1.3 Navigation Bar

A consistent navigation bar is present on all pages. It includes a home button
for easy return to the main page, a contact option for user inquiries or protocol
submissions, and a dropdown menu for direct access to all protocol groups. This
design choice underscores the website’s focus on user-friendly navigation.

9
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Figure 4.1: Homepage
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4.2 Content Presentation

4.2.1 Detailed Group Pages

Clicking on a card leads users to a dedicated page for that protocol group. Each
group page starts with an expanded summary, providing more context and details
about the group’s focus and methodologies.

4.2.2 Pros and Cons Tables

Accompanying the summary is a table listing the advantages and disadvantages
of the protocols within the group. This feature allows users to quickly grasp the
strengths and limitations of each approach.

4.2.3 Individual Protocol Exploration

Each group page also features a grid of clickable cards for individual protocols.
These cards, similar to those on the homepage, reveal detailed information about
each protocol upon interaction. This layered approach to information presen-
tation helps in gradually guiding the user from a general overview to specific
details.

4.2.4 Interactive Elements

The interactive elements of the cards are designed to reveal concise yet compre-
hensive descriptions of each protocol, accompanied by links to relevant papers
and websites for further reading. This interactive design engages users and en-
courages exploration.

4.2.5 Educational Focus

The website maintains a strong educational focus, with content crafted to be
accessible and understandable to a broad audience. Explanations are concise
and avoid excessive jargon to cater to both beginners and advanced users.

4.2.6 Abbreviations and Terminology

A dedicated section on the website explains all abbreviations and technical terms
used. This glossary-like feature is designed to support users new to blockchain
technology and enhance the overall learning experience.
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Figure 4.2: Optimized Trade Execution

The website’s design, with its focus on interactivity, ease of navigation, and
structured content presentation, aims to demystify the complexities of blockchain
protocols. It serves as an educational tool, guiding users from a basic understand-
ing of transaction protocols to a more detailed and comprehensive knowledge.



Chapter 5

Conclusion

The Fair Transaction Ordering Website, developed as part of this thesis, serves
as an educational tool that simplifies complex blockchain transaction ordering
concepts for a diverse audience. Its development faced several challenges and
provides opportunities for future enhancements.

5.1 Challenges Encountered

• The categorization of protocols required balancing technical accuracy with
accessibility for non-experts, a task that was both challenging and crucial
for the website’s success.

• Keeping the website’s content current in the rapidly evolving field of block-
chain technology necessitates ongoing updates.

5.2 Future Enhancements

• Plans for enhancing the website could include adding interactive elements
like simulations, incorporating a community forum for user interaction, and
continuously updating the content to include new developments in block
chain protocols.

This project highlights the importance of making complex technological con-
cepts accessible to a wider audience and sets a foundation for future educational
tools in the blockchain space.

13
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